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The Ring of Integers Modulo n

Definition (Primitive Root)

Py

s é{ primitive root modulo an integer n is an element of (Z/nZ)* of
Zjorder ¢(n).
e
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Proposition

\‘I;')’et p be a prime number and let d be a divisor of p—1. Then
( =x9-1¢ (Z/pZ)[x] has exactly d roots in Z/pZ.
¥C

(4

Chao Qin

Number theory and Cryptography



The Ring of Integers Modulo n

Let e=(p-1)/d. We have

To1=x%°-1
=(x9-1)(xDHe T+ (xHe24+... 4 1)

= (x9 - 1)g(x),

where g€ (Z/pZ)[x] and deg(g) =de—-d =p—-1-d. Fetmat’s
\ t[,attle Theorem implies that x°~! — 1 has exactly p — 1 roots in
/ i/pZ since every nonzero element of Z/pZ is a root! Since g has
/ J/ it most p -1 - d roots and x? — 1 has at most d roots. Since a
/ xoot ofgxd - 1)g(x) is a root of either x9 — 1 or g(x) and xP~1 -1
/ ha%s p = 1 roots g must have exactly p — 1 — d roots and x? — 1
ve exactly d roots, as claimed. ]
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Lemma

Py

i~ Suppose a,b € (Z/nZ)* have orders r and S, respectively, and

.ﬂ/'ﬁzat gcd(r,S) = 1. Then ab has order rs.
{ >
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Theorem (Primitive Roots)

y =

" Fhere is a primitive root modulo any prime p. In particular, the
7 group (Z/p2)* is cyclic.

5

%

Chao Qin

Number theory and Cryptography



The Ring of Integers Modulo n

Example

We illustrate the proof of the Primitive Roots Theorem when
p = 13. We have
p-1=12=22.3.
The polynomial x* — 1 has roots {1,5,8, 12} and x° — 1 has roots
"ﬁ 12}, so we may take @ = 5. The polynomial x3 — 1 has roots

Q”S 9}, and we set ao = 3. Then a=5-3 =15 = 2 is a primitive
A "voo To verify this, note that the successive powers of 2

/ﬂhod 13) are

;ti ! 2,4,8,3,6,12,11,9,5,10, 7, 1.
/ 1,2
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Example

Primitive Roots Theorem is false if, for example, p is replaced by
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Example

Primitive Roots Theorem is false if, for example, p is replaced by
.. power of 2 bigger than 4. For example, the four elements of
(Z /82Z)* each have order dividing 2, but ¢(8) =

é Theorem (Primitive Roots mod p”)

i
Sy /;de)?p” be a power of an odd prime. Then there is a primitive root

/ odulo p".
/7/”'!“ .
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Proposition (Number of Primitive Roots)

If there is a primitive root modulo n, then there are exactly
@(@p(n)) primitive roots modulo n.
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Proposition (Number of Primitive Roots)

If there is a primitive root modulo n, then there are exactly
@(@p(n)) primitive roots modulo n.

oo,

é The primitive roots modulo n are the generators of (Z/nZ)*,

'/, which by assumption is cyclic of order @(n). Thus they are in
' bljectlon with the generators of any cyclic group of order ¢(n).
r""“' v In Jparticular, the number of primitive roots modulo 1 is the
f f;ame as the number of elements of Z/¢(n)Z with additive order
77 cp(n) An element of Z/¢p(n)Z has additive order ¢(n) if and only
/// fi Af ¥t is eoprime to ¢(n). There are ¢(¢(n)) such elements, as
o clalmed.-»(: ]
/|
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Example

For example, there are ¢(¢(17)) = ¢(16) = 2% — 23 = 8 primitive

frT,

/- roots mod 17, namely 3,5,6,7,10,11,12,14. The
‘;,"\17)(90(9)) = ¢(6) = 2 primitive roots modulo 9 are 2 and 5. There
a‘re no primitive roots modulo 8, even though

—Lp(y®)=p4)=2>0.
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